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Abstract
This article will explore the design and imple-

mentation of quantum networks in space integrat-
ed with quantum networks on Earth. We propose 
a three-layer approach, involving GEO and LEO 
satellites integrated with terrestrial ground stations. 
We first analyze the channel conditions between 
the three layers, and then highlight the key role 
of LEO satellites in the integrated space-terrestri-
al system — namely the source of entanglement 
distribution between specified terrestrial stations 
via direct downlink quantum-optical channels. The 
GEO satellites in the considered system are used 
primarily as “coordination” stations, managing 
and directing the LEO satellites regarding the posi-
tioning and timing of entanglement distribution. 
Complexity, in the form of entanglement distilla-
tion and quantum-state correction, is concentrat-
ed at the terrestrial stations, and teleportation is 
used as the primary quantum channel in the LEO 
uplinks and the inter-terrestrial channels. Although 
our designs are futuristic in that they assume limit-
ed quantum memory at the transceivers, we also 
discuss some near-term uses of our network in 
which no quantum memory is available.

Introduction
Quantum networks are expected to be ubiqui-
tous, and complimentary to classical networks, 
in the next next decade, with many large-scale 
terrestrial quantum networks currently being 
designed and built. These range from from city-
wide to intercountry-wide networks, such as those 
being constructed in Europe [1]. Beyond this, sat-
ellite-based quantum networks are also being con-
sidered [2], boosted by the outstanding success of 
the Micius satellite that removed any doubt that 
space-based quantum communication with Earth 
is viable [3]. The use of satellites as a backbone 
to a global quantum communication network is 
motivated to a large extent by the favorable loss 
conditions in free space with respect to losses in 
optical fibers for distances beyond 100 km.

In spite of the above advancements in quan-
tum communication deployments, the design prin-
ciples underpinning the global quantum Internet 
(GQI) are still to be fully agreed upon. The GQI 
aims to be a multi-functional complex next-gen-
eration network, accommodating a wide variety 
of protocols and applications. It will serve as the 
security guardian of all future communications, 

likely via a hybrid of Post-Quantum Cryptography 
solutions interleaved with quantum key distribu-
tion (QKD). Such a hybrid encryption scheme 
will deliver the ultimate security guarantee; state-
of-the-art classical encryption enhanced with the 
information-theoretic security afforded by QKD 
when conditions allow.

The GQI must also also serve as the basis 
of the inter-communication between various 
forms of quantum-enhanced sensors, be the link 
between all future quantum computers current-
ly under worldwide development, and serve as 
the basis for quantum applications yet to be dis-
covered. Beyond these demanding attributes, the 
GQI will have to accommodate multiple infor-
mation technologies — due to the ability to con-
duct quantum information processing in both 
the discrete variable (DV) domain and the con-
tinuous variable (CV) domain. DV and CV tech-
nologies present pros and cons depending on 
specific applications, performance requirements, 
and channel conditions. DV technologies have 
been currently deployed, but we believe that 
going forward both technologies will be deployed 
in the GQI, with various mechanisms deployed 
to integrate them across both space-based and 
terrestrial based quantum networks.

This article investigates the overall design prin-
ciples of the GQI, paying particular focus on the 
optimization of such a complex network. DV and 
CV technologies are covered by our designs. 
The design principles we will consider are sum-
marized in the following. We utilize high-quality 
optical links when available for quantum commu-
nication and radio communication for all classical 
communications; channel conditions in quantum 
communication are asymmetric in many situations 
and this unusual circumstance should be exploit-
ed whenever possible; complexity in the quantum 
domain should be kept on terrestrial stations when-
ever possible; and hybrid quantum communication 
should be utilized when circumstances demand it.

Quantum Communications in  
Satellite-Terrestrial Networks

We propose an integrated design for combined 
inter-satellite satellite-terrestrial networks. In doing 
this, we will consider a finite lifetime for any dis-
tributed entanglement and quantum memories 
at transceivers with storage time greater than the 
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round-trip communication time. That is, a quan-
tum memory is available at all transceivers with a 
coherence (storage) time at least of order 1 sec-
ond (greater than the round-trip communication 
time for any communication link in the network). 
We point out, however, many functions within the 
network require no quantum memory, for exam-
ple, entanglement generation.

The design philosophy follows three main prin-
ciples:
• Quantum communications will always seek 

to use the channel with lowest predicted 
losses.

• Complex photonic engineering such as 
entanglement distillation is deployed only on 
ground stations.

• Unless otherwise stated, all non-quantum 
communications are radio-based.
In following the first of these principals, in very 

lossy channels we will make use of teleportation 
instead of direct quantum information transfer. We 
stress, that our proposed architecture is but one of 
several possible architectures [4] — most of which 
involve only low Earth orbit (LEO) satellites and 
ground stations. In this article, we argue for the ben-
efi ts brought by use of geosynchronous Earth orbit 
(GEO) satellites within the overall architecture.

A schematic of our integrated space-terres-
trial quantum network is shown in Fig. 1. As can 
be seen, GEO satellites form part of this network. 
However, as opposed to other proposed schemes 
that use such high-orbit satellites as part of the 
quantum signalling, we deem the anticipated losses 
from GEO (60 dB for anticipated satellite dimen-
sions) to render quantum communication largely 
unattainable (see later discussion). In our proposal 
we use GEO satellites as “management” nodes 
that utilize radio-based classical signalling only. The 
LEO satellites are the key elements of this archi-
tecture, instigating the downlink entanglement dis-
tribution to the terrestrial ground stations, as well 
as providing the main space-based quantum com-
munication links. Quantum communication, in the 
uplink from ground station to LEO satellite, will uti-
lize teleportation due to the high losses predicted 
for such channels. In the terrestrial quantum links, 
teleportation will be used as the primary means 
of quantum communication, with entanglement 
swapping being used only when necessary. The 
architecture considered will assume that no ter-
restrial flying vehicles form part of the network, 
and that all quantum communication utilize opti-
cal frequencies only. All classical communication 
across our integrated network will be radio-based 
— unless stated otherwise. Note that an optional 
channel for the classical communication is opti-
cal-based, as encoded classical information in such 
channels can accommodate large losses yet still be 
fully functional (e.g., simple on-off  keying).

QuAntum chAnnels
To make further progress in the design of a GQI 
we fi rst must set typical optical losses anticipated 
for our quantum channels. The design of a CGI 
requires modeling the quantum channels (i.e., opti-
cal losses); classical channels are considered pro-
tected via classical-channel coding techniques. To 
determine such losses we must first set what we 
anticipate to be the aperture diameter of transmit-
ter and receivers (collectively, the transceivers). 

Here, unless stated otherwise, we will typically 
assume terrestrial and satellite diameters to be in 
the range 0.5-2.5 m and 0.1-0.4 m, respectively. 
We will also take LEO to be at 500 km -1200 km 
from ground level and inter-satellite separation in 
LEO to be 200 km. Such apertures and distanc-
es are widely used in other studies, however, the 
losses we next describe can be easily adjusted for 
diff erent aperture-distance combinations.

LEO-Terrestrial Channels: Distinct from tra-
ditional radio communications, wireless optical 
communications to and from LEO can be severely 
infl uenced by atmospheric conditions, most nota-
bly air-turbulence (other effects such as absorp-
tion can be largely negated by optical wavelength 
choices). This is particularly so in the relevant quan-
tum domain, and much theoretical work has been 
devoted to the development of an understanding 
on how quantum information is affected by pas-
sage through Earth’s atmosphere, for example, [5], 
and based on previous works the following basic 
expectations can be drawn. The uplink channel 
(Terrestrial-to-LEO) is heavily affected by beam 
wander effects, rendering the optical transmitted 
beam to misalign with the receiver aperture for 
some time periods. This misalignment can lead to a 
partial overlap with the beam on the receiver aper-
ture or with no beam overlap at all. The movement 
of the beam is anticipated to have a coherence 
time of order one millisecond and leads to a fading 
behavior for the channel. For anticipated transceiv-
er apertures such beam movement is expected to 
lead to average losses of order 20 dB [3].

A peculiar feature of the optical channel in the 
LEO-Terrestrial setting is the asymmetrical behavior 
of the channel. In the downlink (LEO-to-Terrestrial) 
the channel losses are anticipated to be signifi cantly 
smaller, around  5 dB. Indeed, for large ground 

FIGURE 1. A multilayered satellite network for the global quantum Internet. The GEO satellites are used for coordinating 
the quantum information transfer between diff erent LEO satellites, as well as between LEO satellites and terrestrial 
stations. A potential sequence of communication is as follows: (1) A request is initiated from a terrestrial station 
(right pink circle) to undertake quantum communication with another terrestrial station (left pink circle). (2) A 
request is then sent from the GEO satellite to the selected LEO satellite to (3) commence entanglement distribution 
in two separate downlinks to the two terrestrial stations. (4) A sequence of entanglement distillation then com-
mences between the two terrestrial stations. This distillation process involves quantum measurements at the two 
stations in conjunction with classical communications between the stations, and leads to a reduced set of entan-
gled qubits between the stations at close-to-maximal entanglement. (5) Teleportation between the terrestrial sta-
tions then ensues, in which qubits can be transferred from one station to the other. Note, in the above the classical 
communications between satellites can be at optical or radio frequencies, whereas the quantum information is 
assumed to be at optical frequencies only. The terrestrial stations can classically communicate directly with each 
other via radio frequencies. It is also assumed the entire network is highly synchronized, possibly via quantum-en-
hanced synchronization techniques. Not shown are other GEO satellites which could form part of the network. 
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telescopes used as receivers, these losses can be 
eff ectively negated [5]. The principal reason for this 
loss asymmetry in the uplink and downlink channels 
is the relation of the beam widths to turbulent cell 
dimensions at atmospheric entry point. In the down-

link, the beam width is typically larger than turbulent 
cell dimensions at entry to the atmospheric layer. In 
the uplink the opposite is true — the beam enters 
the atmosphere immediately after leaving the trans-
mitter and is not much larger than its small beam 
waist. The losses in the downlink are therefore hardly 
aff ected by beam wandering and largely set by dif-
fraction losses alone. This means as opposed to the 
fading uplink, the downlink can be considered as a 
fi xed channel — an outcome we can exploit in GQI 
designs. More specifically, this leads us to use the 
downlink for all entanglement distribution between 
the terrestrial ground stations, and the use of tele-
portation for any required uplink quantum commu-
nications. The role of turbulence in the uplink and 
downlink communications are captured in Fig. 2.

LEO-LEO Channels: For LEO we assume a pure 
vacuum is valid and that diff raction sets losses to 3 
dB for the 200 km inter-separation distances and 
for anticipated satellite transceiver apertures (of 
order 0.5m). However, we must bear in mind the 
satellites are moving rapidly in LEO and advanced 
tracking and routing control will be required. The 
GEO satellites will assist in these processes, largely 
via radio communications.

GEO-LEO Channels: Although shown via two 
independent experiments that quantum commu-
nication is viable from GEO, both via quadrature 
measurements on coherent states and single-photon 
detection [6], here we consider that the large losses 
anticipated ( 60 dB) will render quantum commu-
nication from GEO of low likelihood. As discussed, 
we will consider only classical communication from 
GEO via radio links, noting GEO satellites can still 
play a critical role in the operation of a GQI.

A more quantitative assessment of the LEO-Ter-
restrial and GEO-LEO links are given in Figs. 3 and 
4, respectively. These figures illustrate the best 
outcome for the entanglement distillation rate for 
both links, clearly demonstrating the impact of 
the much larger distance in any GEO-LEO link. 
This largely motivates the use of the latter links for 
classical communications only. However, it does 
remain possible that small quantities of quantum 
information transfer can be accommodated in the 
future via these long-distance links.

network operAtIons And role oF geo mAnAgement nodes
It is anticipated that future quantum networks 
will follow a management structure based on the 
classical Internet — most notably an underlying 
communication architecture based on packet 
switching in which classical and quantum data are 
combined into single packets (Fig. 5), for example, 
[8]. Packet transfer will take many forms in our 
proposed architecture. Most novel in this respect 
will be the nature of the packets containing quan-
tum information. Figure 5 represents a potential 
form of the packets containing quantum informa-
tion. This could be, for example, a packet being 
sent from a LEO satellite to a ground station as 
part of the initial entanglement distribution (Step 
3 of Fig. 1). The classical information at the start 
of the packet header in this instance would con-
tain, amongst other things, the requesting station 
ID, the receiving station ID, the time of transmit, 
and/or the time to commence some quantum 
operation. The quantum information encapsulat-
ed in the packet could contain various forms of 
qubits. Most importantly, some of these qubits 

FIGURE 3. LEO Entanglement Generation. Shown here is the rate of entanglement distillation — the number of “ebits” 
generated per channel use — as a function of transceiver apertures (an ebit represents one maximally entangled 
Bell pair). Here, we have taken the the downlink (1200 km) loss distribution to be modelled as a function of a 
parameter b, which for b approaching zero is a fixed loss set by aperture sizes, which has a Gaussian tail behavior 
with deviation b. In the calculations shown, we have set b = 0.1, and utilized the reverse coherent information 
— a metric known to be an achievable rate for the distillation rate [7]. Our resulting loss distribution function is 
consistent with the phase screen simulations for the downlink channel reported in [5] — simulations that show 
the downlink is largely dominated by diff raction losses. Without the distillation process invoked there would be 
eff ectively a zero rate of ebit-generation unless losses were largely negated by the use of very large receiving 
apertures and transmit collimator widths (none of which are represented in this figure). Note, the results shown 
here are optimal results, derived from information theoretic constructs assuming loss as the only noise process. 
As such, they should be viewed as upper limits to the ebit-generation possible. 

FIGURE 2. Uplink-Downlink Beam Patterns. Shown here are the anticipated beam patterns and movements for the 
diff erent directions through the Earth’s atmosphere to-and-from LEO. The downlink is anticipated to show much 
less movement and deformation relative to the uplink. In the latter link, beam wandering and other distorting 
eff ects are likely to lead to a speckle pattern than moves in and out of the receiving aperture. In the downlink 
these issues are anticipated to be much less pronounced. The major reason for this asymmetry can be traced 
back to the ratio of beam-size to turbulent-cell-size at entry to the atmosphere — in the downlink this ratio 
is much larger relative to the uplink. It is for this reason we believe that in the uplinks to LEO from terrestrial 
stations, teleportation will be the preferred mode of quantum communication — the entanglement distribution 
needed for the teleportation being supplied by the downlink. The patterns shown in this figure are consistent 
with the predictions from many theoretical studies, as well as detailed phase screen simulations. 
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could be entangled with each other, or even 
entangled with qubits in other packets — opening 
up the possibility passing teleportation-required 
resources through the network. Entanglement 
in a general sense would be a requirement for 
other quantum-only network applications such as 
superposition of time ordering of path selections 
[9], or superposition of signal-paths — commonly 
referred to as quantum routing [10]. Quantum 
routing is anticipated to be a key enabler of many 
important quantum applications in a future GQI — 
see [10] and references therein. As such, we view 
the ability to encapsulate entanglement informa-
tion as a key aspect of future packet switching. 
The final classical information appended at the 
end of the packet shown in Fig. 5 could con-
tain error correction information and potential 
acknowledgment information, in addition to sig-
nalling the end of the quantum information.

Different from classical networks, we should 
be aware that the diff erent forms of information 
contained in quantum-network packets could be 
sent via different technologies and different fre-
quencies (e.g., radio and optical). The simplest 
way of allowing for this would be to have a highly 
synchronized network, coupled to very accurate 
positioning information (to allow accurate time 
of flight information to be obtained). Therefore, 
current endeavors to enhance network synchroni-
zation via a variety of quantum techniques will be 
very important going forward [11].

For other network operations, packets will 
have similar structures to that shown in Fig. 5. 
However, it is clear that some will forgo the need 
for quantum information encapsulation — such 
as packets for Step 1 of Fig. 1. These will largely 
contain the addresses of the required terrestri-
al stations that are to be involved in subsequent 
quantum information transfer.

The role of GEO nodes in our architecture 
is primarily for use in control. These nodes will 
contain the updated ephemeris of the LEO satel-
lites, communicated directly to them by the LEO 
nodes, as well as responding to requests from the 
terrestrial stations. Their principal role will be to 
dictate which LEO satellites will participate in the 
direct quantum entanglement distribution. Know-
ing the position information of all stations and sat-
ellites, the GEO node will in most instances select 
the LEO satellites at the highest elevations (as 
seen from the relevant terrestrial stations). Posi-
tion information will be pivotal in our architecture, 
not only for control and selection purposes, but 
also for use in emerging quantum applications 
such as quantum enhanced GPS and quantum 
location verifi cation [12]. Although primarily used 
as control nodes via classical communication, it is 
possible that utilizing narrow-beam optical links 
some quantum information can be transferred 
between GEO and LEO satellites — albeit at much 
reduced transfer rates (see earlier discussions).

Early implementations of CGI will use direct 
communication between terrestrial stations and 
LEO satellites — much akin to the operation of 
the quantum-enabled satellite Micius [3]. Howev-
er, going forward as the GQI grows in complex-
ity and size (number of nodes) the use of GEO 
satellites as outlined here can become standard. 
Scalability will be an issue for all architectures as 
the network grows in size, but we suggest this will 

not be a major issue in the first few generations 
of the GQI. We point out, multiple GEO satellites 
will eventually be deployed as part of the network 
(including GEO-GEO links), removing any central-
ization of the control plane.

Integration of the space-based quantum com-
munication links with terrestrial networks will 
largely be through teleportation between the ter-
restrial stations using the entanglement distrib-
uted via LEO. We believe any optical fiber links 
between these terrestrial  stations will be limited 
in range, and possibly connected via quantum 
repeaters. Quantum repeaters are devices that via 
entanglement swapping can increase the range 
of quantum links. These repeaters may also be 
used in inter-satellite links in the future, but we 
anticipate the fi rst generations of GQI to only use 
direct entanglement distribution, and as such do 
not include discussion of them here.

Our thoughts on the roll-out of the GQI are 
encapsulated in Fig. 6. Here, in red we outline 
what we believe is in eff ect already available to us 

FIGURE 4. GEO Entanglement Generation. Here, the distance between the satellites participating in the entanglement 
distribution is 36000 km. We can see in spite of large collimator and receiving apertures the entanglement 
generation remains below 0.05, much smaller than most of the LEO link (1200 km) parameter space (in these 
calculations all other parameter settings are the same as the LEO link). It is for this reason we believe the GEO link 
will primarily be utilized for classical communications within the broader GQI architecture.

FIGURE 5. A schematic of how the classical and quantum information can 
be formed into a packet. Here the quantum information could contain 
entangled qubits as a means of delivering superposition of paths for 
the quantum information transfer. Note, the classical data and quantum 
data could originate from diff erent photon sources, or diff erent wave-
lengths, and multiplexed into a hybrid data frame at higher layers. The 
packet could also be constructed directly from a photon source where 
some photons are transmitted in qubit form. Alternatively, the quantum 
data could simply be referenced as a memory address on the receiver. 
In fact, there are many ways to realize such a hybrid classical-quantum 
data structure for packet switching purposes in a future network.
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— and how these outcomes provide for the roll-out 
of a first-generation quantum Internet already. We 
provide an overview of the future timeline toward 
the GQI. Pivotal for the ultimate goal of a full-
blown quantum Internet will be the development 
of quantum memory — viable at room temperature 
and for a timescale of order round-trip times. Also, 
of course, full blown fault-tolerant quantum com-
puters are required (the backbone of the GQI). 
The good news is that exciting experimental prog-
ress is being made on both these fronts.

Other Issues, Future Missions, and Research
A GQI will of course be inter-connected with ter-
restrial networks, and much can be learned from 
large-scale ground-based quantum networks already 
deployed, for example [1]. These networks largely 
deploy the killer-app of quantum communication 
— namely QKD. The advantages of this application 
to security in next generation networks cannot be 
overstated as eventually this will be the security 
method of choice over all networked systems [1]. 
Many analyses on the economic benefits provided 
by the unconditional security offered by global net-
works underpinned by QKD, even considering the 
costs of building and maintaining such a quantum 
network, are given elsewhere [4]. In addition, there 
are many quantum-based space missions currently 
anticipated to be launched in the next few years 
— see [4]. Although these will all be individual point-
to-point missions, the interconnection of several 
quantum-enabled satellites are anticipated to be just 
a few years later. The number of launches provide 
some evidence that the timelines we propose in 
Fig. 6 are achievable. Of special importance in this 
regard to future developments are the important 
elements of signal correction implementations in 
such networks such as distillation and quantum error 
correction. As these important quantum engineering 
issues are reviewed elsewhere [13], we simply point 
out that experimental success on the ground should 
be readily transferred to space — albeit after serious 
consideration and design effort is given to SWAP 
(size, weight and power) issues. Currently, most of 
the new space missions will deploy DV quantum 

technology, with only a few dedicated to CV tech-
nology. The pros and cons of these competing tech-
nologies are detailed elsewhere [14], but one of 
the main differences between these technologies 
in the space context relates to the methods utilized 
to combat channel conditions — that is, loss. In DV, 
this is quite simple, loss means no detection and the 
missed photon is simply ignored, whereas in CV the 
vacuum contribution enters to the quantum state 
at the receiver and that must be accounted for — 
a process that normally requires a detailed under-
standing of the turbulent channel conditions in the 
atmosphere — see [4] and references therein. Our 
own belief is that eventually both technologies will 
co-exist in a hybrid network configuration.

Thus far we have avoided any detailed techni-
cal discussions on the various aspects of the GQI 
— this may lead to a false impression on the reader’s 
part as to the complexity of such a network, and the 
amount of detailed ongoing research that is being 
carried out in regard to various aspects of the GQI. 
The reality is the GQI will involve the deployment 
many complicated quantum tasks. In an article such 
as this, it is impossible to discuss all such tasks. How-
ever, it is perhaps worthwhile to point to at least 
one of these tasks so as to provide some insight into 
the complexities that will underpin the GQI — and 
the nature of related ongoing quantum technology 
research. To this end, we mention quantum state 
discrimination (QSD) — a task that aims to identify 
an unknown state among a set of quantum states 
[15], and is an essential component (building block) 
for several quantum applications including quantum 
communications, sensing, illumination, cryptogra-
phy, control, and computing. QSD is of particular 
importance in the CV realm.

Conclusion
The global quantum Internet will provide a large 
leap forward in communications for all. Pivotal to 
the roll-out of this exciting new network will be the 
interaction of classical and quantum communica-
tions applied through an overlay of both terrestrial 
and space-based systems. In this article we have 
outlined some key issues regarding the architec-
ture and performance metrics for this complex but 
exciting new communication system. We anticipate 
a first generation quantum Internet to be viable on 
a timescale of about 5 years and a full-blown quan-
tum Internet in possibly two decades.
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